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The use of audio and video modalities for Human Activity Recognition (HAR) is common, given the richness of the data and the
availability of pre-trained ML models using a large corpus of labeled training data. However, audio and video sensors also lead
to significant consumer privacy concerns. Researchers have thus explored alternate modalities that are less privacy-invasive
such as mmWave doppler radars, IMUs, motion sensors. However, the key limitation of these approaches is that most of
them do not readily generalize across environments and require significant in-situ training data. Recent work has proposed
cross-modality transfer learning approaches to alleviate the lack of trained labeled data with some success. In this paper, we
generalize this concept to create a novel system called VAX (Video/Audio to X’), where training labels acquired from existing
Video/Audio ML models are used to train ML models for a wide range of ‘X’ privacy-sensitive sensors. Notably, in VAX, once
the ML models for the privacy-sensitive sensors are trained, with little to no user involvement, the Audio/Video sensors can
be removed altogether to protect the user’s privacy better. We built and deployed VAX in ten participants’ homes while they
performed 17 common activities of daily living. Our evaluation results show that after training, VAX can use its onboard
camera and microphone to detect approximately 15 out of 17 activities with an average accuracy of 90%. For these activities
that can be detected using a camera and a microphone, VAX trains a per-home model for the privacy-preserving sensors.
These models (average accuracy = 84%) require no in-situ user input. In addition, when VAX is augmented with just one
labeled instance for the activities not detected by the VAX A/V pipeline (~2 out of 17), it can detect all 17 activities with an
average accuracy of 84%. Our results show that VAX is significantly better than a baseline supervised-learning approach
of using one labeled instance per activity in each home (average accuracy of 79%) since VAX reduces the user burden of
providing activity labels by 8x (~2 labels vs. 17 labels).
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1 INTRODUCTION

Human Activity Recognition (HAR) within home environments enables compelling applications around Active
and Assisted Living (AAL), healthcare monitoring, security and surveillance, and tele-immersion applications [85].
As a result, over the last few decades, researchers built more accurate and practical HAR systems driven by
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inexpensive sensordlf, 56 and rapid advances in ML algorithmsf]. Given the advances in computer vision

and audio processing and the presence of several large annotated dataggtd §, [40, [2]), researchers have

built ML models that can perform audio-basedq 54, and video-based activity and body pose estimation
[66, 94). Notably, these pre-built ML models for Audio/Video (A/V) data are meant to be generalizable and work
reasonably well in new outside-the-lab settings without requiring any in-situ training data. Consumers, however,
are increasingly nding loT sensors, particularly cameras and microphones in their personal spaces invasive
[1, 16 32 33 48. The problem is further compounded, given numerous high-pro le incidents of compromised
loT devices [6, 7, 39, 87].

Apart from microphones and cameras, researchers have also explored other sensing modalities, such as IMUs
(accelerometers, gyroscopes), low- delity thermal arrays, high- delity thermal image sensors, WiFi signals,
Doppler RADARS, and a slate of environmental sensors such as temperature, humidity, and PIR for mov@ment |
10 55 56 58 91]. The key advantage of these approaches over video and audio-based HAR is that they are more
privacy sensitive, and the data captured is often not personally identi able, alleviating many privacy concerns.
However, these approaches still su er from (a) requiring in-situ training data for building supervised learning
models which comes with a signi cant user burden; and (b) not enough training data to create generalized models
that work in the real world without training. Most recently, researchers have explored domain adaptafith [

i.e, converting training data from a richer (but more invasive) sensing modality to a more privacy-sensitive
modality. For example, Ahujat al.created synthetic Doppler RADAR data from videos captured to train a model
for a set of motion-related activitiesy]. Such approaches are still limited to a small set of activitieg( activities

with large body motion or activities that generate descriptive sound or motion signals). To build an approach that
generalizes to a wider range of activities, we often have to rely on multimodal sensing but generating synthetic
training data for all these modalities is not yet possible.

In this paper, instead of generating synthetic signals, we propose VAX, a hybrid approach that uses output
labels from o -the-shelf models to perfornn-situ training of speci ¢ sensors. VAX allows to quickly learn
in-situ ML models for a variety of “X' privacy-sensitive sensoesd, Lidar, mmWave radar, low delity thermal
cameras) using training labels obtained from models built on existing Audio and Video (A/V) datasets. This
approach can go beyond the set of sensors explored in this paper and can generalize to a wide range of sensors
without relying on mathematical or empirical modeling across di erent signals. We envision when starting to
use VAX, users would augment it with a camera and microphone for a small duration (on the order of days).
The camera and microphone, during this period, will use existing audio/video-based ML models to generate
training labels for activities performed in the user's environment and train the rest of the “X' sensors on VAX.
Once the privacy-sensitive sensors are trained, VAX can inform the user to remove the microphone and camera
altogether. The design of VAX is based on the following key insights: (1) current generation pre-built A/V models
are reasonably good at identifying a variety of HAR activity patterr#29[3(; (2) these A/V models are usually
generalizable and work across environments; (3) combining multiple privacy sensitive sensors allows us to
leverage the sensor data for each modality to build accurate per-home models for a diverse set of activities; (4) a
limited set of activities, where the A/V models are inaccurate, need a small amount of in-situ training data to
improve accuracy further.

In designing and implementing VAX we had to solve three major technical challenges. (1) while there exist a
number of o -the-shelf A/V-based ML models, they are trained with a diverse (and non-exhaustive) set of labels
and are not uniformly accurate across all activitie¥] 67, which makes the selection of appropriate pre-built
A/V models and combining their outputs non-trivial. (2) overall accuracy of a wide range of A/V models on
native datasets is less than 75-8084 [ and as a result, incorrect labels from sub-optimal A/V models will lead to
inaccuracies in training the models on the privacy-sensitive sensors, and (3) data collected from di erent privacy

1 www.github.com/synergylabs/vax
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sensitive modalities is heterogeneous, thus, how to train user level activity recognition models for any set of "X’
privacy sensitive modalities.

To address these challenges, VAX bootstraps a set of o -the-shelf A/V-based ML models with some labeled
data from a set oétarterhomes and then uses this ensemble of models to predict activities in new homes. We call
this part of VAX the A/V pipeline We then propose an unsupervised learning approach that utilizes unlabelled
data from “X' sensors to increase our activity detection rate and reduce the impact of erroneous labels from the
A/V pipeline. In addition, we propose an approach to train activity recognition models across privacy-preserving
modalities using the labels provided by the A/V pipeline. We collected data for 17 activities in 10 participant's
homes and show that VAX can detect activities with an accuracy of 74% across all activities, and 84% across
activities detected by our A/V pipeline (15 out of 17). Given that existing A/V models cannot yet accurately detect
all activities across all homes, we propose that the user provides one labeled example for each "undetected" activity
(approximately 2 activities per home). With such minimal user input, VAX's accuracy improves to approximately
84% (as compared to a baseline case of 79% where the user provides an input for each of the 17 activities and does
not bene t from the bootstrapping provided by A/V pipeline). Note, the baseline also incursi8er burden for
providing training labels ( 2 labelsvs 17 labels).

In summary, we make the following contributions:

We present VAX, an end-to-end framework for training activity recognition models for a set of “X' privacy-
sensitive sensing modalities using labels from o -the-shelf A/V models.

We present a novel method to bootstrap and combine these o -the-shelf A/VV models with the unlabelled
data from “X' modalities to detect activities of daily living in a new home.

We evaluated VAX with 10 participants performing 17 activities in three di erent locations (Kitchen, Living
Room, and Bathroom) in their homes. We show that VAX can detect activities with an average accuracy of
84% using labels generated by VAX's A/V pipeline and only one input for activities which are not present
in our A/V labels ( 2 labelsvs 17 labels).

We show that without any user input, VAX performs considerably better (A4288%) when compared
with baseline approach (i.e., directly training models for activity recognition on privacy-sensitive sensors).
We also show that with user input, VAX has comparable performance (84%9%) with signi cantly less
labeling e ort (2 labels/homers 17 labels/home) from users.

2 RELATED WORK

We have organized the related work into three categories. First, we review prior work on Human Activity
Recognition (HAR) using audio and visual data as well as other privacy-sensitive modalities. Next, we discuss
domain adaptation techniques across heterogeneous sensing modalities to address the scarcity of labeled data in
the target domain. Finally, we discuss self-supervised learning (SSL) approaches in HAR, which focus on learning
informative representations from unlabelled data, and augmenting it with a small amount of labeled data to build
accurate ML models.

2.1 Human Activity Recognition (HAR) using Di erent Sensing Modalities

HAR is a well-researched problem, with researchers proposing di erent sensing modalities and various ML
methods to detect activities. With rapid advances in deep learning and the availability of large-scale video datasets
with 100s of annotated labeld , 42, 97, the use of video data for HAR has become very popular (SEgfpr

a comprehensive survey). Notably, platforms such as OpenMMLab have emerged for video understanding (i.e
MMAction2 [69, MMPose [(, MMDetection 23, etc.) which leverage pre-trained, and open-source, state-of-
the-art action recognition models using video data. Similarly, acoustic (sound-based) activity recognition has also
been explored for generalized HAR across various settiri$s44, 71]. The approaches use microphone data to
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detect activities with unique sound signatures. Often these audio-based approaches convert sound signals into a
2-D image using Fast Fourier Transforms (FFTs) and then generate a feature representation using pre-trained
deep CNN-based architectures. Large-scale datasets like Audi®dgetrid YouTube-8M7] consist of labels for
hundreds of diverse activity classes and are used to train generic audio-based models. While using audio and
video data is indeed promising for HAR, their widespread adaptability is limited due to signi cant privacy and
security concerns]6 79. In addition, the real-world accuracy for these models individually for common HAR
tasks is still not that high [69].

Researchers have also proposed other sensing modalities such as mmWave Doppler Radar, IMUs, Lidars, thermal
arrays, pressure, humidity, temperatuetc for HAR [5, 12, 46 53. While these sensing modalities may seem less
capable than video and audio based HAR, they have a distinct advantage in terms of reducing privacy concerns
since the data sensed is generally not personally identi al#&[ Building upon these approaches, multi-modal
sensors and sensor fusion has also been proposed for more accurate £H1BR T3 75 7§. Some works also
explore generative and adversarial models to generate synthetic data to reduce privacy burden by hiding user
identity while supporting a particular class of application§4 103. Most of these supervised learning-based
approaches rely on signi cant in-situ labeled data to provide high-accuracy HAR. In addition, they are tested in
controlled settings only and do not generalize well across di erent environments [18].

2.2 Domain Adaption Methods for Cross-Modality Learning

To reduce the labeling burden, researchers have explored domain adaption to transform raw data from one domain
(source) to another (target) domai J]. Relevant to our work, some of these domain adaptation techniques use
video or audio data as the source domaf §, 15 53 82, 97]. Vid2Dopler [5], for example, created a synthetic
training data set for Doppler sensors using videos of exercises as examples. IMU2Ddiflexplored domain
adaptation for privacy-sensitive modalities to learn models for the Doppler sensor data using the IMU data as a
source domain. While these cross-modality approaches have inspired our work, they are limited to speci ¢ kinds
of activities, as the target sensing modality can only sense motion. An approach that can detect a wider swath of
activities would most probably require multimodal sensingd, [56), but with a wider set of sensors generating
synthetic training data becomes harder. Thus, there is a need for an approach that can train a target sensing
modality even if a direct physical relationship does not exist between the source and target sensing domains.

2.3 Self-Supervised Approaches to Reduce Labeling E ort

Researchers have also explored self-supervised learning (SSL) methods to minimize reliance on labeled data (See
[29 for a comprehensive survey on SSL methods for temporal and multimodal data). ColldSSCDCOA 7,

CPC B1], FedCLR 81] are recent techniques to employ SSL for the HAR domain. The two works closest to us in
terms of their vision are ColloSSI4], which focuses on SSL across a time-synchronous multi-device setting,
and FedCLR{d1], which uses a combination of active learning and label propagation to provide pseudo labels to
large amounts of unlabeled data. These approaches utilize deep learning architectures for label propagation and
representation learning in a multi-device setting. However, these approaches target single sensing modalities for
SSL or assume a correlation across di erent sensing modalities.VAX used an alternative approach in contrast
to self-supervised learning, where unlabeled data is processed to obtain useful representations to get pseudo
labels. In VAX, we deploy rich (but privacy-invasive) sensing modalities like video and audio sensing with other
privacy-sensitive modalities for a brief amount of time and learn (pseudo) labels from global models built on these
(audio and video) sensors. Our approach generates labels independent of what privacy-sensitive sensing is being
used. Thus, we do not need to make assumptions about or restrict the selection of privacy-sensitive modalities.
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(a) Movement and position information using Doppler and Lidar sensors over time.

(b) Thermal data (10x8) and Sound Localization information at a single timestamp (snapshot).

Fig. 1. Visualizing information across various activities from various privacy-sensitive sensors. (a) shows the movement
range and radial velocity of moving objects using a Doppler sensor and object distance and angle using a Lidar sensor in
the sensor plane across a sequence of activities happening in the living room. (b) shows snapshots of Thermal and Sound
Localization at a given timestamp for various kitchen activities.

3 VAXHARDWARE DESIGN

In this section, we describe the design of our VAX hardware apparatus which includes both audio/video sensors
as well as a selection of privacy-sensitive sensors. For the audio and video sensing modalities, we used a Yeti USB
microphone and a Logitech USB web camera with a 720p resolution. In selecting the suite of privacy-sensitive
sensors, we looked at prior works in HARIB 49 51, 57, 84, 9§ and considered aspects such as sensing range, a
breath of signals captured, delity and sensitivity of the sensed signals. We describe below the di erent sensing
modalities that are present on our VAX apparatus and our rationale for including them in our testing.

Movement sensing using Doppler radars: mmWave Doppler radars are promising for HAR, especially

now as they become more a ordabl@{, 34, 59 67, 72,106 107. These radar sensors emit a reference RF
signal, and measure the re ected signal back from objects in the vicinity. Whenever there is movement,
such as by an object or by a person doing some activities, the re ected signals are Doppler-shifted, which
can be used to create a 1-D Doppler plot. With frequency modulation (FMCW), a 2-D plot of nes1tfee
Doppler plot can be produced to characterize the type of motion at di erent ranges (See Figure 1).
Position sensing using a Lidar: Lidar (light detection and ranging) uses the Time of Flight (ToF) or
parallax of a laser beam to perform range nding. Most Lidar sensors are designed to sense range across
one axis. However, electromechanical (spinning on a single axis) Lidars can detect a range of objects in 360
degrees. Lidar is common in robotics to detect and avoid obstacles and on mobile embedded systems for
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guidance. However, Lidar can be repurposed to detect activities with positional relevance (i.e., sitting on
the sofa could imply relaxing or sitting at the dining table could imply having a meal). SurfaceSkfht [

for example, utilizes Lidar to enable object detection and user interactions. Figure 1 shows an example of
how Lidar signal can vary based on di erent human activities.

Thermal sensing (Infrared Sensors): Thermal/infrared cameras are widely used for low light scenarios
since they can detect IR (serves as a heat signature) from all kinds of objects. Various versions exist to
support numerous applications such as in-home security, personal safety, energy e ciency, pest control,
home maintenance, and automotive care. However, with su ciently high resolution, thermal sensors can
also raise privacy concerns even if the data is not personally identi ald€.[In VAX, we used a low
resolution (10x8) thermal sensor, which does not reveal any Personally Identi able Information (PII), but
still can provide signals on activities with a thermal signature of appliances such as a fridge or a stove (see
Figure 1).

Sound localization (Micarrays): Unlike full delity audio, being able to detect the direction from which
sounds are coming (i.e. localize the sound) and their intensity (i.e. dB level) is much more privacy-preserving
while being helpful to detect activities around appliances. This can be done using an array of microphones
spatially separated on a Printed Circuit Board (PCB), and measuring the di erence in arrival rate to infer
the 3-D location of sound sources (see Figure 1). However, even the mere presence of a microphone, even
if it is only inferring the location and the intensity of sound may still raise privacy concerns in case it

is hacked to capture full- delity audio. We believe that in the future, sensors that are guaranteed to be
limited to certain functionality in hardware are going to be possiblE)[J and hence we have included a
commercial o -the-shelf sound localization sensor called the MicArray [105] on our current VAX rig.
Sensing ambient vibrations: Inertial Measurement Units (IMUs), which includes an accelerometer, a
gyroscope, and a magnetometer are often used for HAR on wearable de@ge&l] or even in the ambient
environment such as a wall socked. We include an IMU on our VAX hardware to similarly sense ambient
vibrations, coupled through the wall and other structural elements when performing di erent activities
such as exercising or operating appliances such as a vacuum cleaner or washer/dryer. Other people have
also looked at ner-grained activities of daily living through vibrational sensing [76].

Environmental sensors (Temperature, Humidity, Pressure, Light, Color, RSSI, Passive Infra-Red):

Some common human activities result in changes to the environment that can be picked up by ambient
sensors such as temperature (e.g. using a space heater) or humidity (activities in the bathroom) or a light
sensor (watching TV, turning on lightsPg 56. As a result, we utilize the Mites.iol[3 6§ multi-modal
sensor hardware which incorporates twelve di erent sensing dimensions. Notably, while the Mites device
does provide highly featurized data from an on-board microphone, we do not use that data in VAX.

Figure 2 shows our current VAX hardware prototype. While all of our chosen privacy-sensitive sensors can
be integrated onto a single board, we chose to build our prototype using o -the-shelf hardware modules and
sensor evaluation boards. We limit ourselves to ambient sensors to reduce the user burden of using any smart (or
sensor instrumented) devices or wearable sensors. However, utilizing additional sensing modalities can bring
interesting opportunities and challenges which is beyond the scope of this paper. We used a Logitech USB Webcam
(C910, 720p resolution) as well as an iPhone (as a backup data source) for both audio and video data. We use the
AWR1642BOOST-0OD84, a 77GHz mmWave evaluation board with an integrated DSP and an ARM Cortex-R4
Processor from Texas Instruments. This evaluation board incorporates a patch-antenna structure that provides
awide eld of view (FOV) in both azimuth and elevation planes. The integrated microcontroller on this board
is, however able to provide data at a relatively low frequency of 5Hz, which we overcome by adding a separate
DCA1000 FPGA boardf. This board connects directly to the ADCs of the radar board and extracts the samples
of the doppler signals generated in a binary format. Samples collected with the DCA 1000 EVM board are sent via
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